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Abstract 

 
The Internet of Things (IoT) is rapidly growing, and there is a dramatic increase in the number of smart intercon-

nected devices. A large number of smart connected devices make IoT systems increasingly penetrating all aspects of 

human society, and the smart home is one of the representatives. However, while it facilitates life, it also brings 

some risks. So far, many studies have discovered serious threats to user security and the physical environment in 

which IoT devices are located due to different types of logical errors in TAP rules. As a result, it is crucial to con-

sider the seriousness of the risks and to understand the research trends. In this paper, we propose research trends 

for work on detecting the different types of logical errors in TAP rules. 

 

Ⅰ. Introduction 

In the last few years, the Internet of Things (IoT) 

has been rapidly developing in all life sciences. IoT 

provides automation and smart control for users in 

different fields, such as smart homes [1]. 

With the diversification of smart home scenarios, 

personalization needs are increasing. Most of the pro-

gramming tools that support the implementation of 

these personalized needs use Trigger-Action Pro-

gramming (TAP). 

The most popular automation model in the IoT is 

TAP [2], which enables users to link devices and ser-

vices based on cause-and-effect relationships. It 

takes the form of." If a trigger is triggered, perform 

the corresponding action" (i.e. IF <trigger> THEN 

<action>). However, with the widespread use of TAP 

rules, the serious threat that a TAP rule with logical 

vulnerabilities may pose to user security and the 

physical environment in which IoT devices are set up 

deserves careful consideration. 

In this paper, we explain the different types of logi-

cal errors in the Trigger-Action programming rules 

and the possible dangers to the device when these 

logical errors occur and present the methods for de-

tecting logical errors. 

Ⅱ. Method 

2.1 Background 

We can classify logical errors in TAP rules into two 

categories: logical errors between TAP rules of two 

applications and logical errors generated when non-

programmer users define TAP rules. 

2.1.1 Logical errors between TAP rules of two ap-

plications. The first is Conflict Trigger. Conflicting 

commands issued to the same device at the same time 

can result in conflicting triggers [4]. The attacker can 

set malicious rules or patterns and use action conflicts 

to prevent the normal execution of the device. The 

second is Continuous Trigger. When the action of rule 

1 and the trigger of rule 2 is the same, it leads to con-

tinuous triggering. The last is Invalid Triggers. Invalid 

triggers result when the action of the first rule in a 

rule chain is opposite to the action of the last rule [2]. 

However, most devices may become unstable if the 

status is changed immediately. 

2.1.2 Logical errors generated when non-

programmer users define TAP rules. The first is Loop. 
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When a set of trigger action rules is activated con-

tinuously without reaching a steady state, the loop will 

occur. The second is Inconsistency. When several 

rules are executed simultaneously, a certain two rules 

with different triggers but opposite actions will pro-

duce two inconsistent actions because of the implicit 

triggering of other rules. The last is Redundancy. 

When several rules are executed at the same time, a 

certain two rules, which have different triggers but 

have the same action, will produce two redundant ac-

tions because of the implicit triggering of other rules. 

2.2 Detecting logical errors between TAP rules of 

two applications 

Chi et al [3] proposed the HOMEGUARD system and 

selected 90 applications for detection from 146 appli-

cations in the SmartThings application repository. 

HOMEGUARD uses a "symbolic execution" based rule 

extractor to extract triggers, actions, and conditions 

from each SmartThings application. A configuration 

collector is also used to collect configuration infor-

mation for each SmartThings app, such as the app 

name, the device bound to the SmartThings app, and 

the static values within the app. After that, the system 

constructs constraints on the triggers and conditions 

and uses whether the constraints are satisfied to per-

form overlap detection. HOMEGUARD combines all 

constraints of both rules with additional device con-

straints; if the constraints are satisfied, the rules are 

logically incorrect. The result shows that HOME-

GUARD found 663 instances of logical errors, and 

101/146 SmartThings applications contained at least 

one error.  

2.3 Detecting logical errors generated when non-

programmer users define TAP rules 

 Corno et al.[4] proposed EUDebug. As a non-

programmer user defines any troublesome or poten-

tially dangerous behavior, EUDebug can assist the 

non-programmer user in identifying rule conflicts and 

performing step-by-step simulations of problematic 

rules to further examine and understand the problem. 

Corno et al. defined a novel Semantic Colored Petri 

Net (SCPN) formalism, which can model and check 

trigger-action rules. In particular, EUDebug adds trig-

gers and actions in the form of high-level semantic 

representations of triggers and actions EUDebug adds 

to the SCPN (Semantic Colored Petri Net) graphs to 

semantically classify triggers and actions. By travers-

ing the SCPN graph, conflicts can be detected if ac-

tions/triggers executed on the same IoT device or 

web service are categorized under different classes.  

The effectiveness of the approach insists evaluated by 

tracking TAP rules made by non-programmer users in 

the field. The result shows that "issue checking" 

helped non-programmer users to correct 77.81% of 

rules with errors, and when it comes to "step-by-step 

explanations" of errors, this percentage increased to 

83.73%. 

Ⅲ. Conclusion 

With the rapid development of smart homes, end-

user programming in the smart home field is gradually 

becoming popular. To cope with this trend, TAP has 

become the primary choice for users nowadays. 

In this paper, we briefly explain the different types 

of logical errors in the TAP rules and introduce the 

role and main principles of HOMEGUARD and EUDe-

bug. The experimental results of the experiments 

done by Chi et al. and Corno et al. prove that both can 

detect logical errors between rules with the help of 

HOMEGUARD and EUDebug. The differences between 

the two methods as TABLE I. 
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 Platform Pro-processing Method 

HOMEGUARD SmartThings application The static code analysis Based on semantics 

EUDebug IFTTT applet 
Semantic representation 

translation algorithm 
Graph traversing 
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